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Syllabus

COMP 315 Network Programming

I. Introductory Information

A. Department Name:  Business Administration, Computer Science and 



Information Technology
B. Department Catalog Number:  COMP315
C. Course Title:  Network Programming

D. Semester Hours of Credit:  Three

E. Clock Hours per Week:  Three

F. Overlays:  None

G. Restrictions upon Enrollment:  COMP 2XX Systems Programming and CISC200 Networking or by permission of the Instructor.

II. Description of the Course

A. Catalog Description

Provides students the necessary skill set to design and implement software that employ Internet Protocols at various layers of the stack. The discussion addresses standards-based as well as specialized applications. The student will be introduced to the socket Application Programmer Interface (API) used for networking at the Transport Layer, raw sockets that allow network layer programming and specialized libraries that makes packet creation and injection possible at the data link layer. These skills will prepare the student to design and build prototypes that can work at various layers of the TCP/IP stack.

III. Exposition

A. Objectives:

Upon completion of this course, students will be able to do the following: 

1.
Design and implement client-server and peer-to-peer applications.

2.
Understand the way distributed applications operate.

3. Code, compile, debug, test and output intermediate to advanced level programs in a UNIX environment using Berkeley sockets, Raw Sockets, packet capture and packet injection libraries.

4. Demonstrate an understanding of protocols and the programming knowledge to design conceptual systems.

B. Activities and Requirements:

1. Participate in classroom discussions, labs and group projects. Each week will consist of lectures and lab sessions.

2. Complete and submit all assigned projects, laboratory exercises and homework.

3. Achieve a satisfactory average grade on examinations and assignments.

C. Major Units and Time Allocated: 

1. Introduction to Client-Server Model and Standard and 
Nonstandard Client Software




6 hours
2. Concurrent processing in Networks, Terminology and 
Concepts 







6 hours
3. The Socket Application Programmer Interface and coding












6 hours
4. Algorithms and issues in Client Software design and 
implementation of Clients using UDP and TCP.


6 hours
5. Algorithms and issues in Server Software and 
implementation of Servers using UDP and TCP. 
Concurrent and Iterative servers and their 
implementation using connectionless and connection 
oriented techniques.





9 hours
6. Introduction to raw sockets and the Packet 
Capture Library (libnet). Implementation of basic ICMP and 
IP packets using raw sockets and libnet and fundamental 
differences







6 hours
7. Packet Injection libraries (libnet) to create and write packets 
into the network at the IP and lower layers. Implementation 
of programs using libnet.





6 hours
Total hours
45 hours
IV. Materials and Bibliography:

1. Suggested textbook:

Internetworking with TCP/IP Client-Server Programming and Applications (Linux and POSIX socket version), Volume 3, Douglas E. Comer and David L. Stevens. Prentice Hall, 1993
2. Other materials:

On-line resources:

1. http://libnet.sourceforge.net 
2. http://www.tcpdump.org 
3. Bibliographic support:

UNIX Network Programming- The Socket Networking API, Volume 1, 3rd Edition, W. Richard Stevens, Bill Fenner and Andrew M. Rudoff, Addison Wesley, 2004.

TCP IP/Illustrated Volume 2, The Implementation, Gary R. Wright and W. Richard Stevens, Addison Wesley, 2001
V. Standards:

Evaluation of student performance will be based activities such as programming assignments, examinations, class participation and homework.
VI. Rationale and Impact:

A. This is a new course intended to prepare the students for a career in Network Programming. Distributed Application development is one of the fastest growing areas in software engineering as evidenced by industry surveys and the ubiquity of software products to support communications (for example, instant messaging).  This course gives students the necessary skills to compete and be productive in this environment. The use of UNIX and C as the medium of instruction gives students the exposure needed with systems program development, which is very valued skill today.

B. This course will be required for all Computer Science students and be an elective for Computer Information Science majors.
C. No curricular impact is expected in other Departments.
VII. Cost and Staff Analysis:

A. This course uses existing infrastructure and standardized software available for free from research sites. Thus, no additional staffing or equipment issues should arise in presenting the course. 
B. This course will be offered every two years.
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